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Opportunity Auditing
Course Introduction
The risk-based focus being increasingly adopted is universally accepted
as the new benchmark for Internal Audit.
The flip side of risk, however, is opportunity.
Specifically targeting significant areas of business opportunities can
deliver major measurable benefits to the organisation whilst at the same
time reducing the associated risks.
This is particularly true if the areas of the business targeted are those
which are often overlooked by management.
With budgets under even greater scrutiny, demonstrating value for money
is more important than ever
 This seminar will provide the tools and techniques to develop and
deliver an opportunity focused plan and deliver measurable added
value
The seminar will highlight






The power of opportunity auditing and value for money reviews
A proven approach to target the audit programme to optimize success
How to focus on areas of opportunity in regular assurance reviews
The way to identify and deal with over-managed business areas
A simple method to reduce unnecessary controls

Course Objectives
After completing this course you will be able to








Apply the theory and practice of opportunity auditing
Deliver real cost savings to the business
More than cover the costs of your function with these cost savings
Plan assignments effectively to focus on opportunity as well as risk
Audit business areas which may have not been previously covered
Assist management to simplify and streamline processes
Measure performance in a more business centric manner

Training Methodology


This is a basic/ intermediate level course and delegates are not
required to have any previous experience in fraud prevention or
detection to attend






Delegates should have a good educational standard and/or a
professional qualification
No advance preparation is required
Delivery method – Group-live (with exercises and role-plays to simulate
audit scenarios and situations that assurance professionals will
encounter)
A short examination will be given at the end of the course

Course Level






This is a basic/intermediate level course and delegates are not required
to have any previous experience in the field to attend
There are no minimum educational requirements
No advance preparation is required
Delivery method – Group-live (with exercises and role-plays to simulate
audit scenarios and situations that auditors will encounter)
A short examination will be given at the end of the course

Organisational impact
This course will benefit organisations in all business sectors. It will provide the
basis for a subtle but hugely powerful shift in the focus of Internal Audit
towards a much more consultancy and value adding approach. The financial
and operational benefits will be significant
The course will enable organisational knowledge to be enhanced in the
following areas






Identifying processes which are carried out ‘just because they always
have been’
Determination of activities which add little business value and can be
significantly reduced
A focus on the 3 E’s (Economy, efficiency and effectiveness)
Identification and simplification of overlapping processes
Reduction of over-managed risks

Personal impact
The course will enable delegates to enhance their personal knowledge in the
following disciplines






Identification of measurable benefits
Simplification of complex processes
Asking relevant questions
Focussing on savings potential
Delivering success

Who should attend?
This course is suitable to a wide range of professionals but will greatly
benefit:







Heads of audit (CAE’s)
Audit managers
Senior and Lead Auditors
Quality auditors
Managers needing a broader understanding of opportunity
identification

COURSE OUTLINE
Day 1 The principles of opportunity auditing
What is opportunity auditing?










How does it differ from other audit approaches?
Opportunity or Value for Money auditing
The key questions

Does your Internal Audit function add measurable added value
to your organisation?

Do you specifically evaluate and report this added value?

Are you happy with this process?

Do you measure the value of monetary savings made as a direct
result of your audits?

Have these savings been at least double the cost of your
function in each of the past 2 years?

Are these savings known to and recognised by management?

Does your audit programme target areas of opportunity as well
as risk?

Do you carry out any specific value for money audits?

Do VFM assignments account for more than 5% of the annual
work programme?
How did you score on the questions?
The relationship between Opportunity and other types of Audit
The benefits of opportunity auditing
Performance Auditing guidance
The associated dangers e.g. trying to quantify non-quantifiable savings

Exercise 1 - The challenges
The 3 E’s







The 3 E’s – the cornerstone of opportunity auditing
Economy and how it can be evaluated

Minimising the cost of resources whilst maintaining acceptable
quality

Examples of poor economy
Efficiency and how it should be assessed

The relationship between inputs and outputs and the use of
resources

Why it is critical to evaluate efficiency – with examples
Effectiveness and how it can be assessed





The degree to which the goals or objectives are met

The measurement of that achievement
Identification of inputs and outputs
How to measure the 3 E’s

Exercise 2 - Assessing the 3 E’s
Key steps in completing an opportunity review










How to select the topics
The research phase
Objectives, methodology and techniques
Establishing terms of reference
Defining the boundaries of the review
Gathering of information
Evaluation of data and effectiveness of management processes
Evaluation of performance and cost saving potential

Exercise 3 - Determining the opportunity audit
objectives/scope
Opportunity Audit techniques
 The range of techniques
 Comparative analysis
 Evaluating effectiveness, efficiency and economy
 Evaluating productivity in practice
 Working with other specialists
 Measuring opportunities
 Opportunity audits of line functions
 Opportunity reviews of projects
 VFM as an investigative tool
 A VFM Audit template will be shared
 Developing a terms of reference

Exercise 4 - Planning the audit approach

Day 2 Identifying over-managed risks









Identifying over-managed risks
These are likely to be the risks in the green zone of the risk matrix
Opportunity management is a business enabler
The flip side of risk
When did you last suggest reducing controls?
Challenge ‘we have always done it this way’
Do we have to do it?
What are the benefits / penalties associated?



Can we reduce effort in some areas to give time and resource for the
priorities?

Exercise 5- What areas would be useful to review?
Developing an Opportunity register






The need to record potential opportunities
Adopting an opportunity matrix
Prioritising actions to deal with over-managed risks
Develop an opportunity register
Key elements

Exercise 6- The opportunity register
Choosing the opportunity Audit








Risk and opportunity approach
VFM audits should be prioritized as other audits
Benchmarking techniques
Helps organisations to identify areas where their costs are ‘out of
kilter’ with their peer group
Cross sector comparisons of the three E’s
They assess the issues largely from the perspective of past
performance.
Most common Opportunity audit topics
 Travel management
 Mobile communications
 Insurance
 Stationery
 Energy management
 Budgeting
 Meetings management
 Office furniture

Exercise 7 – Selecting the VFM audit
Opportunity Auditing of Projects













The need to audit projects as they happen
Steps in a project audit
Auditing at the feasibility stage
Benefits of a project audit
Judging success
Timing of the audit
The need to assess the risk maturity of the project
Reviewing risk registers
The questions to ask
Assessing risk appetite
Determining which risks should be concentrated on in the audit
Management evaluation of mitigation controls








Identification of risk exposures and opportunities
Dealing with them
Establishment of action plans.
Reviewing risk ownership and identifying gaps
Identifying residual risks above the risk appetite
Looking for ways to enhance efficiency and better manage costs

Exercise 8: The audit involvement in the project life cycle

Day 3 Performing an opportunity Audit
Performing the assignment

















Audit programmes with examples
Walk through tests
VFM Fieldwork techniques
Audit testing – how to decide the type and depth of testing
Ask personnel re their frustrations and ideas
Ask for reports and measures already in use
Ask about measures they would like to see
IIA guidance on testing
Key personnel
Spending levels and revenues
Major operations, including in the field
Control systems
Functional and audit objectives
Determining sources of information
Concerns expressed
Opportunity Audit working papers

Exercise 9 - The opportunity audit in practice

Assessing Performance measures






How to determine performance measures
Good KPI’s
SMART measures
Auditing performance measures
Audit programmes in this regard

Exercise 10 – Assessing Performance measures

Specific VFM assignments – with hints and tips

1. Mobile Telecommunications









What are the objectives
What are the risks
How to compare bills, tariffs and added value benefits.
Hardware versus airtime costs - how to evaluate.
Understanding the trends in the market.
Identifying the inputs and outputs
What measures of the 3 E’s would you expect?

2. Travel Management







Building a picture of travel costs - travel recording and management
reporting.
How to gauge the effectiveness of a travel policy.
Evaluating policy compliance and its financial impact.
Evaluating the service provided by a travel agent.
The need to get the best from suppliers.
How to evaluate savings potential.

3. Budgeting







Evaluating the costs and time involved in preparing a budget
Steps in agreeing a budget
Buy in to the budget process and the final budget
The Forecasting process and the link to budgets
Ways to improve the process
How to evaluate savings potential.

4. Insurance







Evaluating current spend.
Assessment of number of claims.
Evidence of controls required by the insurer
Use of captives
Assessment of self-assurance.
Could any areas be over insured?

5. Procurement











Procurement strategy.
Framework for purchasing decisions
Key supply needs
Consolidated purchasing opportunities
Over- assessment of needs
Purchasing cards
Emergency contracts
Specialist purchasing
Legal requirements
Expert advice

6. Marketing













Products and services
Target market
Place
Pricing strategy
Processes
The physical environment
Assessing effectiveness
KPI’s
Outsourcing arrangements
Agencies, consultants and suppliers
E-marketing
Customer analytics

Exercise 11 - audits will be chosen by the delegates and the
audit planned using the approach outlined

Day 4 Opportunity auditing linked with traditional
assurance assignments
Auditing systems under development









Why auditing systems under development need not compromise your
wider audit role
The need to audit at key stages – not to be part of the project team
Ensuring that the processes and policies are complied with
Determining the points of potential failure and areas of opportunity to
streamline
Ensuring controls are not bypassed – due to time constraints
Ensuring risks and opportunities are identified at the start and
regularly reviewed
Ensuring sufficient end user involvement
Audit stages and the questions to ask

Exercise 12 – The benefits of systems development audit
Auditing Brand and reputation










The rise of reputation
The increasing importance of a positive image – the need to be admired
Where does reputation come from?
How do you measure it?
The magnifying effect on reputation of business success
Global brands
How to judge reputation
Identifying Reputational benefits and challenges
A checklist for reviewing reputation will be provided to all delegates

Exercise 13 – Auditing business reputation

Understanding and hopefully exceeding stakeholder
expectations













Who are the stakeholders?
Are stakeholders’ expectations known?
Arranging meetings with all stakeholders
Workshops with key stakeholders?
Are the expectations clear?
How can you meet the widely differing expectations?
Are there any areas where expectations could be exceeded?
Are there any quick wins?
What reports should IA provide to stakeholders?
A new paper on working with stakeholders will be shared
New advice on auditing strategy
What every Director should know about IA – new guidance

Exercise 14 Meeting the ever expanding requirements of
stakeholders – what should the IA role be?

The opportunities by fully coordinating the IA role with the
other providers of assurance







Ensuring your assurance providers roles e.g. Internal Audit,
Compliance, Risk Management, Insurance, Security are
coordinated to avoid duplication of effort
Why you should incorporate internal audit agreed actions in your risk
register
Ensure environmental risk is taken seriously (even if you are in a
sector such as Financial Services
Ensure that your Business Continuity plan covers all eventualities
and ensure it is fully tested
Identify new ways to benefit the least able section of the wider
community you serve
New guidance on coordinating RM & assurance

Exercise 15– The benefits and deliverables from
Assurance Mapping

Day 5 Strategic Audit planning and Opportunity auditing
Strategic Audit Planning – covering both risks and opportunities





The need for a strategic audit plan
How to decide which areas to audit and how often
New IIA standard
Determining the level of assurance

 New IIA guidance – Production of the audit plan
 Developing the audit universe – issues to include
 IT Governance
 Expenditures with cost saving opportunties
 Ethics programme
 Outsourced operations
 Value for money assignments
 Projects
 Systems under Development


The world-renowned BRM strategic audit planning model (an electronic
version will be provided to all delegates)
 Determining the audit priorities
 Separating the 3 year plan into annual plans
 Dealing with requests

Exercise 16– Developing the audit plan using the model

Audit analytics for opportunity audit
















The use of analytical tools
The process of data mining
Applications of CAAT’s
Fuzzy matching
Data Validation
Trend and pattern analysis
Neural networks
Continuous auditing and continuous monitoring
The use of CAAT’s for continuous auditing
Benford’s Law and it’s importance in analytics
Auditing big data
Implications of IIA GTAG – understanding and auditing big data
The use of Internal and external databases
How to put the techniques into use in your organisation.
Practical uses of data analytics and the results achievable

Exercise 17 – Use of data analytics in opportunity audit
The Opportunity Audit Report












The challenges
The need for impact
How to grab attention
What management expects
Knowing what to write
Convincing the reader
Getting the right balance
Focussing the report
Discussion of implications
Benefits rather than weaknesses
Audit Opinions





Words and phrases to use
Recommendations and action plans
Follow-up

Exercise 18 – The Opportunity audit report
Open Forum


Practical applications for opportunity audit – open discussion with
opportunity for delegates to raise specific ideas

Seminar Certificate
Successful participants will receive GLOMACS’ certificate on completion.
Participants will earn also 30 CPE credits (18 in the auditing field of study and 12 in
the management field of study) via our partner Business Risk Management Ltd
Business Risk Management Ltd is registered with the National Association of
State Boards of Accountancy (NASBA) as a sponsor of continuing professional
education on the National Registry of CPE Sponsors.
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